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• Motivation

• Testing Methods with Controlled Stimulation

• Conformance Testing

• Interoperability Testing

• Comparison

• Post-hoc Analysis (Example: IMPACT)

• Summary and Future Prospects

Overview Testing of Protocols
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Why testing?
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Protocols Used in the IMS at Certain Reference Points (Examples)

Mw, Mr: SIP

Cx: Diameter

Go: COPS

Mp, Mn: H.248

Si: MAP 
(Mobile Application Part)
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Definition 1 (Wikipedia)  
The ability of systems, units, or forces to provide services to and accept services from other systems, units
or forces and to use the services exchanged to enable them to operate effectively together.

Definition 2 (Wikipedia)
The condition achieved among communications-electronics systems or items of communications-
electronics equipment when information or services can be exchanged directly and satisfactorily between
them and/or their users. The degree of interoperability should be defined when referring to specific cases.

Definition 3 (IEEE):
Interoperability is the ability of two or more systems or components to exchange information and to use the
information that has been exchanged.

Definition 4 (ETSI TISPAN):
Interoperability is the ability of equipment from different manufacturers (or different systems) to communi-
cate together on the same infrastructure (same system), or on another while roaming.

Definition 5 (ETSI TIPHON):
Interoperability is the ability of two systems to interoperate using the same protocol.

Definition 6 (3GPP):
Interoperability is the ability of two or more systems or components to exchange data and use information.

Definitions of Interoperability
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Conformance Testing
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Test Result
  - pass
  - fail
  - inconclusive

System Under Test 
(SUT)

Protocol Specification

Exchange of Messages

Protocol Implementation

Test Development
(set of test cases)

Test Analysis

Abstract 
Test Suite

Executable 
Test Suite

Test Case
Implementation

Te
st

 E
nv

iro
nm

en
t 

in
 T

TC
N

-3

Conformance Test Development Process
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Section of the Protocol Specification (RFC 3265)
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Testcase: Description
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Testcase: TTCN-3 Code (simplified)
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Demonstration of a Presence Conformance Test Case
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Demonstration of a Presence Conformance Test Case (detail)
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Number and Structure TTCN3
Testcases for SIP Standard 

(RFC 3261)
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Aspects of Conformance Testing

• Protocol entities can be checked whether they implement the protocol specifica-
  tion correctly
  
• Powerful pattern matcher when using TTCN-3

• SUT's behavior is checked with valid and invalid messages

• SUTs with multiple interfaces can be tested using Parallel Test Components

• For the evaluation of conformance tests reference implementations are needed

• Testing of hybrid network elements is possible
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Conformance Testing with Multiple Components (Example: SIP Presence)
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Conformance Test Example (TTCN-3)

• • •
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"Interoperability testing checks whether a function is implemented end-to-end between
two or more network elements"

What is Interoperability Testing?
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Interoperability Testing
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Interoperability Test Case
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• Interoperability testing checks if network elements of different vendors interact 
  correctly

• Functions are tested end-to-end

• Conformity to the protocol specification is NOT tested

• Interoperability testing isn't limited to a single protocol specification

Aspects of Interoperability Testing
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Aspects of Interoperability TestingComparison of Conformance and Interoperability Testing (1)

[ETSI] [ETSI]

Chapter 4    - 20 -



Vorlesung Internet Protokolle WiSe 2020/21; Prof. Dr.-Ing. D. Wermser; Stand 25.9.2020

Criteria
Test Setup

Conformance Testing
Test between dedicated test system
and protocol entity

Interoperability Testing
Test between several network elements
from different vendors end-to-end

Interoperability?

Fokus des Tests

SUT

Guaranteed only with 100% test cove-
rage (unrealistic)
Unit Testing - focused only on a single
protocol instance

only between tested network elements

System Testing - wider focus: interac-
tion between several protocol instances
in a network element is tested (i.e. tele-
fonie: signaling and user data)

Protocol entity (IUT) EUT, comprising several interacting
IUTs

Test Types

Test Execution

Test Evaluation

Valid, invalid and timing behavior can
be tested. Through invalid tests robust-
ness of SUT is tested as well.
High degree of control (protocol messa-
ges can be designed as needed)

Only valid behavior can be tested

Only input through the devices' user in-
terfaces

High transparency due to powerful pat-
tern matcher

Cause of errors can only be detected
by analyzing the trace

Comparison of Conformance and Interoperability Testing (2)
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Logging / Parsing of PDUs with IMPACT
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IP-based Multi Protocol Post-hoc Analyzer and Conformance Tester

• IMPACT is developed at Communication System Lab 

• PDUs are stored in a database

• Search for faulty message sequences with analysis functions in SQL

• Implementation of conformance and interoperability test cases in IMPACT

• Applicable to all kinds of IP-based protocols
• Currently utilization for smart metering / smart grid devices under work

Post-hoc Analysis Using IMPACT
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Database Structure of IMPACT
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SIP Message Structure
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IP-based Multi Protocol Post-hoc Analyzer And Conformance Tester
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IMPACT GUI (detail)
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Example Scenario of Using IMPACT (Filtering Mode)
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Example Scenario of Using IMPACT (result)
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Example Scenario of Using IMPACT (Marker Mode)
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Example Scenario of Using IMPACT (result)
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Gateway Testing in the IMS

Signalling Gateway
SIP <-> ISDN
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Gateway Testing with IMPACT
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• Conformance testing with sufficient coverage gives a sound basis for ensure in-
teroperability ... but it´s expensive and time consuming

• Interoperability testing means combinatoric explosion of testing needs, the more
vendors and operators a market has

• Post-hoc analysis to identify ultimate causes for interoperability problems in
daily operation becomes ever more important 

• Increasing number of hybrid network elements (Gateways etc.) makes testing
more complex

• New application areas like smart grid / smart meters in a multi-vendor / multi-
operator environment bring new, demanding needs for testing of communicati
on protocols

Summary and Future Prospects
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