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 Kia Sportage factory production line
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Traditional Industrial Real-Time Communication

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Time-Sensitive Networking (TSN) i i i
Evolved from IEEE 802.1 Audio - — — — g hrOlOCOLA e TQCOLB Protocol G
Video Bridging (AVB) in 2012

« Group of standards Layer 5-7 Pyioed

IEEE 802.1 TSN Working Group
Open standards

» Not proprietary . Layer 4
* No vendor lock-in —_—— — —
« Based on Ethernet Lavers Nl .
* One enabler for Industry 4.0
 Key components Layer2 I IEEE 802.1 standardized TSN mechanisms
» Scheduling and Traffic Shaping = _IE_EE z_uz.s_smagze_ mCs—
» Time-Synchronization :
Layer 1 |EEE 802.3 standardized PHYs

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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https://iebmedia.com/index.php%3Fid=11810&parentid=74&themeid=255&hpid=2&showdetail=true&bb=1&appsw=1&sstr=tsn
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TSN Overview

Time sync:
Timing and Sync (802.1AS)
includes a profile of IEEE 1588

Bounded low latency:
Credit Based Shaper (802.1Qav)
Preemption (802.3br & 802.1Qbu)
Scheduled Traffic (802.1Qbv)
Cyclic Q-ing & Fwd (802.1Qch)
Async Shaping (P802.1Qcr)

~

-\

TSN Components

Synchronization

Reliability

Resource Mgmt
N J

~

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

|

—> Zero congestion loss €<—

Ultra reliability:

Frame Repl & Elim (802.1CB)
Path Control (802.1Qca)
Per-Stream Filtering (802.1Qci)
Time sync (P802.1AS-Rev)

Dedicated resources

& API

Stream Resv Prot (802.1Qat)
TSN configuration (P802.1Qcc)
YANG (P802.1Qcp, etc.)
Link-local Resv Prot (P802.;CS)
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http://www.ieee802.org/1/files/public/docs2018/tsn-farkas-intro-0318-v01.pdf

Ostfalia
University of
Applied Sciences

Example TSN Architecture

Data-Plane

Talker ]—

X

b

bd

—[ Listener

TSN Bridge
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TSN Overview

Time sync:
Timing and Sync (802.1AS)
includes a profile of IEEE 1588

Bounded low latency:
Credit Based Shaper (802.1Qav)
Preemption (802.3br & 802.1Qbu)
Scheduled Traffic (802.1Qbv)
Cyclic Q-ing & Fwd (802.1Qch)
Async Shaping (P802.1Qcr)

KTSN Components\

-\

Synchronization

Reliability

Resource Mgmt
J
|

—> Zero congestion loss €<—
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Ultra reliability:

Frame Repl & Elim (802.1CB)
Path Control (802.1Qca)
Per-Stream Filtering (802.1Qci)
Time sync (P802.1AS-Rev)

Dedicated resources

& API

Stream Resv Prot (802.1Qat)
TSN configuration (P802.1Qcc)
YANG (P802.1Qcp, etc.)
Link-local Resv Prot (P802.;CS)
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http://www.ieee802.org/1/files/public/docs2018/tsn-farkas-intro-0318-v01.pdf
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IEEE 802.1Qbv - Enhancements for Scheduled Traffic

N Cycle n e Cycle n+1
! : | -
| : |
F——1——+&—————————————2 %¢——1——+4—————————————2
| |
VLAN priori L jori
o ty VLAN priorities 7,6,5,4,2,1,0 Lk "3"°"ty i VLAN priorities 7,6,5,4,2,1,0

time t |

—— e Y _ ¥ _

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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https://en.wikipedia.org/wiki/Time-Sensitive_Networking
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10 ms
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Configuration of multiple Gate Control Lists (GCL)

Bridge 1

Bridge 2

Bridge 3
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time t

T00: OXX
T01: XOX
T02: XX

T00: OXXX
T01: XOXX
T02: XXOUX
T03: XXX

T00: OXX

T01: XOX
T02: XX
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Configuration of multiple Gate Control Lists (GCL)

Cyclen

A

Bridge 1 . \
Bridge 2 —>¢ <

Bridge 3 > \: \

A
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Configuration of multiple Gate Control Lists (GCL)

Cycle n

Bridge 1
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time t

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

13



) i
Configuration of multiple Gate Control Lists (GCL)
\ \ Cycle n }
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Worst-Case Configuration of multiple Gate Control Lists (GCL)
Full Cycle Wait Cyclen

Bridge 1

Bridge 2

Bridge 3

v

time t
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TSN Overview

ﬂ Time sync:
TimiMg and Sync (802.1AS)

includes a profile of IEEE 1588

Bounded low latency:
Credit Based Shaper (802.1Qav)
Preemption (802.3br & 802.1Qbu)
Scheduled Traffic (802.1Qbv)
Cyclic Q-ing & Fwd (802.1Qch)
Async Shaping (P802.1Qcr)

~

-\

TSN Components

Synchronization

Reliability

Resource Mgmt
N J

~
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—> Zero congestion loss €<—

Ultra reliability:

Frame Repl & Elim (802.1CB)
Path Control (802.1Qca)
Per-Stream Filtering (802.1Qci)
Time sync (P802.1AS-Rev)

Dedicated resources

& API

Stream Resv Prot (802.1Qat)
TSN configuration (P802.1Qcc)
YANG (P802.1Qcp, etc.)
Link-local Resv Prot (P8021.(1508)
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http://www.ieee802.org/1/files/public/docs2018/tsn-farkas-intro-0318-v01.pdf
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Time-Synchronization

* Precision Time Protocol (PTP)
« |EEE 802.1 AS-Rev - Timing and Synchronization for Time-Sensitive Applications
« Master/Slave architecture

« Accuracy in nanoseconds

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Master Time Slave Time

@ Ostfalia Internal Timestamp Internal Timestamp
A 100s —1— —1—80s
University of
Applied Sciences 101s €----- 1015—\ —t—381s
. 102s —1— Sync —1—82s
Precision N
104s —t—Follow up (101s)—1—84s

T|me 1055 —— T y - > 101s-83s = 18s

N 18s + 85s = 103s

106s —1— 1 104s *+.103s = new slave clock
Protocol to7s—— —— 1056

108s —— — T 106s
(PTP) 109s —1— —1—107s

10s —1— 7—1085 """ > 108s

111s —1—Delay Request———109s

12s €----- 1128 — — 1 M10s

1M13s—— —T— 111s

M4s—1— — 1 12s

115s T — 1 13s

116s —t—Delay Reply (112s)—1—114s

Ms™ ™ Clocks B ‘5\"'*1122-1083:43

Mes—— MIMC TS N 462 = 26 = delay

M9s—1— —1T—119s ‘\\ 115s + 2s = 117s
Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm20sSe——— —T—120s \117s = new slave dlock 18
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Precision
Time
Protocol
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Internal Timestamp
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Sync

—Follow up (101s)—

Slave

~

Time

—80s
—81s
—82s
—83s
——84s
——86s
—— 104s
—— 105s
—— 106s

——107s

Internal Timestamp

v;....)1013-833 =18s

% 18s + 85s = 103s
“+.103s = new slave clock
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o 109s — 1 —T1—107s
Precision 1105 —— A t0ss ----->08s
T|me 111s —t+—Delay Request———109s
112s €----- 112s — ——110s
PrOtOCOI M3s—1— — 1T 111s
(PTP) 114s —1— —T—112s
115s T —+—113s
116s ——Delay Reply (112s)—+—114s
e Clocks B E---)1152-1085=4s
Mes—— YT T e N 492 = 25 = delay
M9s — 71— — 1T 119s ‘\\ 115s + 2s = 117s
120 ———— — 1 420s ' 117s = new slave clock
\/ \/
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TSN Overview

Time sync:
Timing and Sync (802.1AS)
includes a profile of IEEE 1588

Bounded low latency:
Credit Based Shaper (802.1Qav)
Preemption (802.3br & 802.1Qbu)
Scheduled Traffic (802.1Qbv)
Cyclic Q-ing & Fwd (802.1Qch)
Async Shaping (P802.1Qcr)

~

-\

TSN Components

Synchronization

Reliability

Resource Mgmt
N J

~

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

|

—> Zero congestion loss €<—

Ultra reliability:

Frame Repl & Elim (802.1CB)
Path Control (802.1Qca)
Per-Stream Filtering (802.1Qci)
Time sync (P802.1AS-Rev)

Dedicated resources

& API

Stream Resv Prot (802.1Qat)
TSN configuration (P802.1Qcc)
YANG (P802.1Qcp, etc.)
Link-local Resv Prot (P8022.ICS)
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Data-Plane & Control-Plane

« Data-Plane
» Forwards packets

« Control-Plane
» Defines what to do with incoming packets

Traditional Network
Switch

Control Plane

C st Data Plane

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

Software-Defined Network

Programmable
Switch

Controller

Machine a
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https://www.datacomm.co.id/wp-content/uploads/2016/08/sdn-picture.jpg

@ Unversiy of
Auto Configuration

« |IEEE 802.1Qcc - Stream Reservation Protocol (SRP) Enhancements and
Performance Improvements

« Standard describes 3 different auto configuration mechanisms

 Fully distributed model

User/Network User/Network User/Network User/Network Data-Plane &
Configuration Info Configuration Info Configuration Info Configuration Info Control-Plane
<€ > €-=-> €--> <€ >
[_' ‘ TSN Talker ’ ‘ TSN Listener ’ u
End-Point b b b End-Point
TSN Bridge TSN Bridge TSN Bridge

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Auto Configuration
e Centralized network / distributed user model

_ Control-Plane
S¥ 40| Centralized Network WG, %
& N, ¢ | Configuration (CNC) | Y22 %
. > Vo,
\é ‘\.\O/ Y . \O/s @/
O_)Q} O\(bl o *, \9/; LI/O
S &7 & Management protocol MG
User/Network 08/ : \/i’c') User/Network Data-Plane
Configuration Info, 2 sConfiguration Info
>, 7 N T —>
TSN T L k < TSN Bridge 3 = :
alker x }{ TSN Listener
End-Point End-Point
TSN Bridge TSN Bridge

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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I2)

Auto Configuration
* Fully centralized model

A

Centralized User
Configuration (CUC)

Control-Plane

-

N\, : ‘((S\
& ¢ Unified Network Interface >
Q7 : N O
\O V4 \ ?/}
@3’ Centralized Network S
L Configuration (CNC) G,
Q4 ,4 Dy \NO
S N
,' " Management protocol ‘\
J & “ S . Data-Plane
V4 K] . \
2 o ’ \
|2 . - |
A TSN Brid N
TSN Talker ]" X rdge x 4( TSN Listener
End-Point J End-Point
TSN Bridge TSN Bridge

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Add timeslot to GCL

Configuration of a TSN Bridge 101D
TrustNode (Research Equipment Coms Lab) 5o open al sates

15000000000 - in ns (0,5s)
a2 = Entries in GCL

> TNtsnctl Change_entry —i0 —S0x01 —15000000000 —a2 —PO0 PO > Switch Port 0
> TNtsnctl Change_entry —i1 —SO0xff —15000000000 —a2 —P0
> TNtsnctl apply —-C1000000000 —b0 —PO

Apply Configuration

-C100.. - Total cycle period
-b0 = Basetime/Start of cycle
-PO = Switch Port 0

ﬂ l“ﬁgute' Trusthode IRTN16R

S

wlnno &
2 Route’ srsmes mmnier

QT

'?E Inno |
© Route’ rusmose mrvier

%HIHHHHJHH / o 0 6B o s 0G0 & 0 STE o 8 @

26
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https://innoroute.com/wp-content/uploads/2017/04/TrustNode-Stacked.png

@ Unversiy f
Device Configuration

« Manual configuration
* Local
« Remote

* YANG Data Model (IEEE 802.1Qcp)
» Device representation in XML/JSON
» Configure schedules, flows, ...

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

<TNtas xmIns="urn:sysrepo:TrustNode:TNsysrepo">
<ports>
<id>0</id>
<GCL>
<id>0</id>
<timeperiod>500000000</timeperiod>
<gatestates>1</gatestates>
</GCL>
<GCL>
<id>1</id>
<timeperiod>500000000</timeperiod>
<gatestates>2</gatestates>
</GCL>
<admin_base_time>0</admin_base_time>
<admin_cycle_time_ext>0</admin_cycle_time_ext>
<gate_enable>true</gate_enable>
</ports>
</TNtas>
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TSN Overview

Time sync:
Timing and Sync (802.1AS)
includes a profile of IEEE 1588

Bounded low latency:
Credit Based Shaper (802.1Qav)
Preemption (802.3br & 802.1Qbu)
Scheduled Traffic (802.1Qbv)
Cyclic Q-ing & Fwd (802.1Qch)
Async Shaping (P802.1Qcr)

~

N
Synchronization

Reliability

TSN Components

Resource Mgmt
N J

~

—> Zero congestion loss

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.

|
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Ultra reliability:

Frame Repl & Elim (802.1CB)
Path Control (802.1Qca)
Per-Stream Filtering (802.1Qci)
Time sync (P802.1AS-Rev)

Dedicated resources

& API

Stream Resv Prot (802.1Qat)
TSN configuration (P802.1Qcc)
YANG (P802.1Qcp, etc.)
Link-local Resv Prot (P8022.gCS)

PO TOA-8TE0-0IUI-SB5|1E}-US1/8T0¢500P/1[aNG/50]1}/T/810 ¢899 MAMM//-01Y :92IN0S



http://www.ieee802.org/1/files/public/docs2018/tsn-farkas-intro-0318-v01.pdf
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Guard Bands

___‘i_
q

Cyclen—————— ¢ Cyclen+tl —

v

VLAN priarity
3 VLAN pii arities 7,6,5,42,1,0

timet

Conflict transmission of best
effortframe infringes time-
critical dice 1

VLAN piiorities 7,6,5,42,1,0

Start of frame
trarsmission

End of fame
transmission

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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https://upload.wikimedia.org/wikipedia/commons/4/47/IEEE_802.1Qbv_-_time_slice_infringement.svg
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Guard Bands

Cyclen——————»«————— Cyclen+l —

i
T

VLAN prio 3 VLAN priarities 7,6,5,42,1,0 G VLAN prio 3 VLAN priarities 7,6,5,42,1,0 G

timet

G | =Guard band

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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https://upload.wikimedia.org/wikipedia/commons/d/d9/TSN_IEEE_802.1Qbv_Example_with_guard_band.svg
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Frame Preemption (IEEE 802.1Qbu - Frame Preemption)

|
Cycle n b Cyden+d —
2 ’:< 1 > —
| :
|
‘ Frame transmission ineruption ’ Part2
VLAN pririties 7,6,5,42,1,0 G VLAN pii ority3 VLAN pri arities 7,6,5,42,1,0
: >
time t

Frame isirterupted, guard
band can bemi i mized

Frame is continued an re-assembl ed
in the nextswitch

G =guard band

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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https://upload.wikimedia.org/wikipedia/commons/a/a3/TSN_frame_pre-emption.svg

) e
Frame Replication and Elimination for Reliability
(IEEE 802.1CB)

— —

N I . I I .
x . disjoint paths x

| frame flow> N1 s N2
Replication Elimination

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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http://www.ieee802.org/1/files/public/docs2018/tsn-farkas-intro-0318-v01.pdf
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TSN Standards

Time synchronization (IEEE 802.1AS-rev)

Request a connection (IEEE 802.1Qcc) ,
Find path (IEEE 802.1Qca)

Calculate schedule (IEEE 802.1Qch) PP S

Management protocol

Filter traffic (IEEE 802.1Qci)
Device configuration (IEEE 802.1Qcp) T :
Scheduled traffic (IEEE 802.1Qbv)

Frame replication (IEEE 802.1CB)

Frame preemption (IEEE 802.1Qbu)

TSN Bridge TSN Bridge

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Store-and-Forward vs. Cut-Through Forwarding

« Store-and-Forward

« Wait for full frame to arrive before forwarding
« Error handling

» Apply security policies

e Cut-Through

« Examine frame header and forward immediately before whole frame has been
received

* No error handling
* Reduce latency

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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Current Research - Ostfalia

» SecuRiIn - Security Referenzmodell Industrie 4.0 S C U RI ﬂ
» https://securin.de

« MONAT - Modellbasierte und bedarfsgerechte Netzwerkkonfiguration fur
Netzwerke der Automatisierung und Telekommunikation
« http://www.forschungsprojekt-monat.de/ C/\/\

* Growln 4.0 — Growing into Industry 4.0 interreg
. . North Sea Region
* https://northsearegion.eu/growin4/

Fund  EUROPEAN UNION

- Spin-Off:
« https://2kai.eu/ kal selt

to know about it

Vorlesung Kommunikationssysteme, SoSe 2020, Martin Bohm, M.Sc.
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