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Privacy Awareness Cards

Recognizing, analyzing, and reflecting 
on privacy risks in everyday life

Privacy Awareness Cards are used in workshops to recognize, 
analyze, and reflect on privacy risks in everyday life.

Based on current data protection principles and challenges, the 
Privacy Awareness Cards offer an accessible and playful 
introduction to key questions concerning the handling of personal 
data. The materials consist of specially designed cards that cover a 
variety of topics and scenarios related to privacy, data protection, 
and digital responsibility—from typical everyday situations and 
social media to working with innovative technologies such as AI and 
IoT.

The Privacy Awareness Cards encourage creative exchange and 
critical reflection on the responsible handling of data.

With the materials and an open group—whether with colleagues, 
students, or experts—you can start a conversation, discover new 
perspectives, and jointly develop scenarios for privacy-conscious 
behavior.

For more information:  https://privacyawarenesscards.eu
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Administrator

Responsible for managing and 
maintaining a system, plat-

form, network, or organization. 
Typically has access to various 

functions and settings to ensure 
proper functionality.
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Provider

Provides a platform where other 
users can off er, share, or use 

services, content, or products. 
This includes services such as 
phone, streaming, and cloud 

providers.
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Colleague

Works with you in the same 
company or workplace. This is 
someone with whom you have 
a professional relationship and 
collaborate on projects or tasks.
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Doctor

A medically trained person who 
diagnoses illnesses, prescribes 
medical treatments, and provi-

des health advice.
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Family/ 
Relatives

Individuals who are members of 
the same family. This can inclu-
de spouses or partners, as well 
as parents, siblings, children, 

and other relatives.
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Friends/
Contacts

People with whom you have a 
close emotional connection, or 

with whom you know but do not 
share a deeper personal bond 

with.
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Legislator

Legal regulations may require 
the collection, processing, and 

sharing of data.
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Self

Refers to oneself or one‘s own 
person.
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Health 
Insurance

An institution within the health 
care system that covers the 

fi nancial costs of medical treat-
ment and health care services.
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Teachers

A person who teaches at an 
educational institution such as a 

school, college, or university.
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Social 
Media

Online platforms that allow 
users to create, share, comment 

on, and interact with con-
tent. This content can be text, 

images, video, or other forms of 
media.
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Companies

An organization whose purpo-
se is to produce, off er and sell 

goods or services for profi t.
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Audio 
Recording

Recordings of conversations, 
interviews, lectures, music, or 

other audio events.
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Whereabouts

A person‘s current location or 
daily routine. This can be used 
to infer things like their home, 

work, school, or interests.
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Finances

Includes income, expenses, in-
vestments, loans, and a person‘s 

overall fi nancial situation.
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Photos/ 
Videos

Photos, videos, derived images, 
or animations.
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Friends/ 
Contacts

People with whom you regular-
ly interact, either in person or 

through digital media.
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Health Data

It may include patient infor-
mation, vital signs, diagnoses, 

conditions, or medical histories.
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Habits

Regular actions or behaviors 
that a person performs routine-
ly and often automatically, usu-
ally without conscious thought.
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Hobbies

Hobbies, sports, or interests 
that a person pursues during 

their free time.
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Private 
Messages

Messages exchanged directly 
between two people or within 
a small group that are private, 
meaning they are not publicly 

visible.
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Preferences

Individual preferences or incli-
nations about certain things, 

situations, or options. For exam-
ple, a favorite fast-food chain or 

a favorite hairdresser.
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Social Status

This is often infl uenced by fac-
tors such as education, occupa-
tion, income, family, location, 

and other social characteristics.
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Housing 
Situation

The way a person or group of 
people live. Includes place of 

residence, type of housing, and 
context, such as living in one‘s 
own home, sharing a home, or 

living with family.
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Professional 
Disadvantages

It can lead to fi nancial loss, 
limited career opportunities, 
and psychological stress and 

strain.
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Exposure

Includes psychological distress, 
social exclusion, or professional 

consequences. Exposure can 
lead to feelings of shame, loss 
of credibility, and emotional 

distress.
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Chilling
Eff ects

People change their behavior 
because they fear negative 

consequences. Examples include 
restricting their hobbies, rela-

tionships, freedoms, and partici-
pating in demonstrations.
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Victimization

Consequences include psycholo-
gical stress, self-esteem issues, 

anxiety, depression, social 
exclusion, and lack of career 

opportunities.

Ina Schiering, Ostfalia University



Logo: CC BY 4.0             
@fontawsome

CC BY-NC 4.0

Financially

A fi nancial loss is a loss or da-
mage, such as theft or fraud.
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Loss of 
Secrets

This can lead to breaches of 
trust in interpersonal relation-

ships and even legal consequen-
ces, especially when confi dential 

information is involved.
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Bodily

Changes or reactions that di-
rectly aff ect a person‘s body or 
mind, such as injury or illness.
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Defamation

Damage or harm to a person‘s 
reputation, such as by libel or 

slander.
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Integrity

Data must not be altered, ma-
nipulated, or damaged without 
authorization. It ensures that 

the data is accurate and reliable 
to maintain its integrity.
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Intervenability

The ability to intervene in the 
use of personal data means that 
individuals can correct, delete or 

restrict the processing of their 
data.
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Unlinkability

Ensures that individual data 
cannot be linked together to 

identify individuals or monitor 
their behavior.
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Transparency

The processing of personal data 
should be open and transpa-

rent. Individuals should be infor-
med about what data is being 
processed, for what purpose, 

and by whom.

Ina Schiering, Ostfalia University



Logo: CC BY 4.0             
@fontawsome

CC BY-NC 4.0

Availability

Ensures that data is protected 
from unauthorized destruction, 
loss, or tampering and is availa-

ble when needed.
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Confi dentiality

Personal information should 
only be accessed or processed 
by authorized individuals. This 
ensures that the data is protec-
ted from unauthorized access, 

modifi cation or disclosure.
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Backups

Regular backups are important 
to ensure that fi les can be resto-

red when needed. This neces-
sity can arise due to accidental 
deletion, malware, or physical 

damage ( e.g., fi re).
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Data 
Minimization

A fundamental principle is to 
collect and process personal 

data only to the extent necessa-
ry for the intended purpose.
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Data 
Encryption

Sensitive information is encryp-
ted using encryption algorithms 
to protect it from unauthorized 
access. Only those who have the 

key can access the data.
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Firewall

Protects by monitoring and 
controlling inbound and out-

bound traffi  c to block unwanted 
or dangerous transmissions and 
guard against external attacks 

and threats.
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Multi-Factor 
Authentication

You need confi rmation from an-
other channel when logging in. 

This additional factor could be a 
code sent via email, SMS, or an 

authentication application.
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Password 
Management

Unique and strong passwords 
should be used for each ac-

count. Password managers can 
generate and manage these 

passwords.
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Plausibility 
Check

Data, user input, and actions are 
checked for validity, accuracy, 
and logic to identify and pre-

vent errors, inconsistencies, or 
unusual values.
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Roles & Rights
Access Model

By using an access control 
system, employees can be given 
permission-based access to en-
sure that they only have access 
to the data they need for their 

current tasks.
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Separation of 
Concerns

Using separate email addresses 
or accounts for work and perso-
nal use helps to maintain a clear 
separation between these areas.
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Security 
Software

Protects a device and its stored 
data from threats such as viru-
ses, malware, spyware, and ha-
cker attacks. Examples include 

antivirus software and intrusion 
detection systems.
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Security 
Update

Timely security updates are 
critical to closing newly discove-
red and critical vulnerabilities, 

thereby reducing the risk of 
attacks.
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Lock Screen 
(Phone)

Prevents unauthorized access 
to a device and the data stored 
on it by requiring the entry of 
a PIN, password, pattern, or 

biometric information.
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Social Engineer-
ing Training

Attackers try to gain the trust of 
individuals on social networks 
or through other channels to 

gain access to confi dential infor-
mation. Training can help emp-

loyees recognize and respond to 
these threats.
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Transport Layer
Security

Securing data transmission 
between two communication 
endpoints involves protecting 

the information being transmit-
ted from unauthorized access 

through encryption.
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Secure 
Messenger

Messenger messages should be 
end-to-end encrypted to keep 

the content of the communica-
tion private. Beside the content 
also the relationship between 

individuals should remain 
private.
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Virtual Private 
Network

VPNs provide a secure connec-
tion that helps protect your 

communications from eaves-
dropping, especially in public 
places like cafes, trains, and 

airports.
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